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Abstract - The rapid growth of popularity in wireless technologies has led to the source of inventions for more and more 

resilient protocols that thwart security and privacy threats. Wi-Fi protocols have gained immense interest in present wireless 

technology because of their flexibility, convenience, and cost-effectiveness. Apart from these features, the protocols have to 

emphasize also on privacy and security for securing communications over the wireless medium. This paper highlights the 

various Wi-Fi protocols, from the very basic WEP to widely implemented WPA2 and the next robust WPA3. The paper also 

concentrates on the vulnerabilities and strengths of each protocol. Each algorithm's key generation mechanisms are unique 

and improved in each next technology to eradicate the previous vulnerability. The AES algorithm mitigates the susceptible 

nature of the RC4 algorithm in WEP and WPA in WPA2. The latest technology is WPA3, which provides a vast second 

defense line for networks with weak passwords rather than focusing only on encryption strength. 
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1. Introduction 
Wi-Fi technology is used to connect various devices 

over the internet. Wireless networks may be vulnerable to 

hackers. Unauthorized users may steal meaningful 

information, resulting in a great loss. And this is where the 

concept of privacy and security comes in. Eavesdropping on 

wireless communication may allow hackers to access 

wireless networks. The malevolent code includes spyware, 

worms, viruses, trojans, or any other risky programs that 

may cause damage to the files or may lead to a system crash 

 

Wi-Fi security ensures that the networks and devices 

connected in a wireless medium are safe from intruders[10]. 

Without Wi-Fi security, any network device, like a router or 

wireless access points, could be easily trespassed on by the 

intruder without any consent of the user. It is risky for 

organizations and users to use an unsecured Wi-Fi network, 

as there might be a chance of stealing the user's personal 

information or sensitive data. Wi-Fi security creates a 

barrier by encrypting private information, such as network 

requests or files transferred over the airwaves. Compared to 

a wired network, the wireless network is now dominating 

the world by providing a network to every possible area at 

a lower cost. Afterward, concerns about privacy and 

security led the government of Sweden to implement 

security measures. It explains how aware the country 

council is about its security implementations. The process of 

increasing security is never-ending and keeps running in a 

loop. 

 

2. WEP (Wired Equivalent Privacy)  
WEP protocol is derived from the IEEE 802.11 [8] 

standard. The main issue concerned with wireless networks 

is data security and privacy [1]. To protect data, a protocol 

was needed, and hence Wi-Fi Alliance introduced WEP in 

1997. Originally called Wired Equivalent Privacy, WEP 

was designed to provide the same level of safety and 

confidentiality as wired local area networks. It used an 

encryption algorithm known as the RC4 algorithm for data 

security. It initially used a 64-bit key size but was upgraded 

to 128-bit and 256-bit when a greater level of security was 

needed [2].  

 

A WEP is a unique key that is used for encrypting all 

the traffic in the network. Traffic in the network was 

encrypted using the same key across all the devices. Its key 

was 40 bits in size, and a 3-byte random number generated 

by a computer was added with the WEP key, which is called 

an initialization vector (IV). At the receiving end, the IV will 

be removed first, followed by the decryption of the cipher 

text [1]. 

 

2.1. How WEP works? 

A keystream is produced by processing the 

initialization vectors (IVs) and WEP keys through the R4 

algorithm. The Cyclic Redundancy Code (CRC) is 

computed and finally added to the plain data. Later, the 

cipher message is derived through the XOR function 

between the data obtained from the previous step and the 

keystream. In this process, the IV will be prepended or 

appended to the ciphertext before transmission. The reverse 

procedure is then applied at the receiving end. 

 

In the same way, the key is generated using the shared 

key and the IV. Then using the RC4 algorithm, the 

keystreams are generated. The XOR operation is then 

performed between the message that arrived and the 

keystream[1]. 
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 Fig. 1 WEP Working 

 

3. WPA (Wi-Fi Protected Access) 
Wi-Fi Protected Access (WPA) was presented by IEEE 

802.11 Task Group 1 as a new protocol by improvising 

the features of WEP. WPA uses a protocol called TKIP for 

encryption. TKIP is a suite of algorithms that uses RC4 

stream cipher for basic encryption. Still, it differs from WEP 

by using a Message Integrity Check (MIC), Initialization 

Vector (IV), and key mixing for each packet [1]. The shared 

key generates several other keys, unlike WEP, which uses 

the shared key directly for encryption. This protocol relies 

on the concept of the per-packet key that allows 128-bit 

keys to be generated dynamically for each packet [4]. It is 

less vulnerable to attacks than WEP. WPA utilizes Message 

Integrity Check (MIC) to ensure data integrity, which would 

prevent attackers from modifying and sharing erroneous 

data packets. The hash function generated a new key for 

each packet using the IV sequence and the TKIP key. TKIP 

is termed a temporal key as it changes as time elapses. 

 

A Generation of the key using TKIP consists of 2 

phases: The first phase is the computation of the hash 

function, which uses the temporary key of the session, the 

32-bit IV sequence, and the MAC address of the sender. 

When the session's temporary key changes, this stage is 

calculated. The second stage involves calculating the hash 

function based on the lower 16-bits of IV and the output of 

phase 1. The output is keystream containing 128-bits. 

 

 

 

 

 

 

 

 

 
 

Fig. 2 WPA Working 
 

After the hash function is generated, the base key and 

IV are combined, and the RC4 algorithm is applied. The 

result is used to generate sequential keys. Then the plain 

text is XORed with the sequential key to obtain the 

encrypted message. IV was increased from 24-bit (in 

WEP) to 48-bit (in WPA). 

 

 

WPA authentication generally works in two 

approaches: the Pre-Shared Key (PSK) and Enterprise 

mode. WPA Personal, also known as WPA Pre Shared Key 

(WPA- PSK), is typically used in smaller networks without 

the intervention of an authentication server. The devices use 

a bit key size of 256 bits to authenticate themselves to the 

access points (AP), and the shared key is never transmitted 

between clients and APs. In this method, WPA and the client 

use a 4-way-handshake to authenticate the users. During the 

handshake, the first four encryption messages are exchanged 

between the client and the Access points 

 

3.1. WPA 4-Way Handshake 

 

 

 

 

 

 

 

 

 

 
 

 

 

Fig. 3 WPA 4-way Handshake 

A first handshake is commenced by the AP’s sending 

Anonce to the client. As soon as the Anonce is received, the 

client generates the Snonce. As it already knows the MAC 

address of the AP and other elements to construct the PTK, 

the client constructs the PTK. 

 

PTK = PMK +Anonce +Snonce +MAC(client) 

+MAC(AP) 

As soon as the PTK is formed, the client sends the 

already generated Snonce to the AP, which starts the second 

handshake. After that, the access point constructs PTK with 

the aid of Snonce and other known elements. Additionally, 

the client sends a MIC to the access point to verify this 

message. AP transmits the GTK and the MIC as part of the 

third handshake. During the fourth handshake, the client 

acknowledged that all keys had been installed. 

 

PMK:- Pairwise Master Key [key derived from PSK 

or 802.1x authentication] 

Anonce:- Random number created by t h e  

Access point 

Snonce:- Random number created by t h e  client 

MAC :- MAC address 

PTK:- Pairwise Transient Key [encrypts all                unicast 

traffic] 

 

The second authentication method is Enterprise mode. 

This mode may be more complex to implement, but it 

guarantees to be more secure. In this mode, the users' 

authentication depends on a method called t h e  802.1x 
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authentication standard. It provides central control over 

authentication using a single server called the Radius server. 

This method uses Extended Extensible Authentication 

Protocol (EAP) which has five norms. 

 

Data security was improved by using the WPA2 

protocol, which was upgraded from WPA. 

 

4. WPA 2 (Wi-Fi Protected Access 2) 
An elevation of WPA, which is an amendment to the 

IEEE 802.11i standards, is WPA2. Due to WEP’s security 

weaknesses and because WPA uses only a subset of the 

IEEE 802.11i standard policy, it is deemed a better 

alternative to WEP. WPA2 uses a part of AES (Advanced 

Encryption Standard) called Counter mode, Cipher Block 

Chaining, and Message Authentication code (MAC) 

protocol (CCMP) which helps provide both integrity and 

data security [13]. It is currently possible to use WPA and 

WPA2 security protocols with the currently used Wi-Fi 

routers. WEP and WPA both use the RC4 stream cipher. 

The AES algorithm proves to be more secure. Generally, the 

WPA2 standard is categorized into two divisions: 

encryption and authentication. The major encryption 

algorithm is AES, and TKIP is preferred in existing WAP 

hardware for backward compatibility. Concerning 

authentication, WPA uses exactly the same method as WPA. 

 
4.1. Counter Mode with Cipher Block Chaining MAC 

Protocol (CCMP) 

CCMP is derived based on the AES. It is a block cipher 

mode that uses AES for encryption. It employs a key of 128 

bits, and the same number of bits is also taken as the size of 

the block. Along with this, a 48-bit long IV is also utilized, 

termed CCM Nonce. A MAC Protocol Data Unit (MPDU) 

is an exchange of messages between devices in a 

communication system. The packet numbers are 

incremented to get a new number for each MPDU. It also 

contains the data that must be sent to the destination. 

 

MPDUs are formed by combining many sections. 

• It has a MAC header that contains the source and 

destination MAC addresses. 

• Next, it has a CCMP header that contains the 

packet number and a key. 

• Additionally, it contains the duty unit which will 

be sent to the destination and MIC, i.e., Message 

Integrity Check, to ensure the data integrity. 

• For detecting and correcting errors, a field called 

FCS is also present. 

 

The data field and MIC are encrypted using AES 

encryption and later delivered to the destination. Soon after 

the receiver obtains the data, it calculates MIC. It is 

considered successful if it is the same as the MIC received. 

 

[17] Proposes a Revised AES (RAES) algorithm for 

enhancing the security of the existing Rijndael algorithm. 

This new algorithm has proven to perform Sac analysis 

better than the existing one. [4] Suggests the usage of the 

RAES  algorithm in the WPA2 encryption process to 

achieve better privacy and confidentiality in wireless 

communication. 

 

5. WPA3 (Wi-Fi Protected Access 3) 
Wi-Fi Protected Access 3, abbreviated as WPA3, was 

launched in 2018 by the Wi-Fi alliance. It belongs to the 

third iteration of the security certification program. Among 

all the networks being used currently, WPA3 is 

comparatively more secure. At the consumer level, WPA3 

uses 128-bit encryption, which is huge in number when 

compared to other networks. WPA3 also aims at providing 

a vast second defense line for networks having weak 

passwords rather than focusing only on encryption 

strength. Its advantage over other networks is that it allows 

users to use weak passwords with the same level of security 

as strong ones, allowing them to remember passwords 

without issues in security. 

 
Simultaneous Authentication of Equals (SAE) is one 

principle algorithm in WPA3. Earlier, attackers would 

decrypt an encrypted message being transmitted by trying 

several password combinations, this technique is called 

Brute Forcing. WPA3 eliminates cyber-attacks such as 

Brute forcing to keep the data safe and secure. The main 

concept SAE focuses on is that the messages will be 

allowed to decrypt only once after transmission. It would 

reduce the possibility of networks with weak passwords 

prone to attacks and would not allow attackers to try to steal 

the data multiple times. 

 

We usually prefer to connect to more secure 

connections to keep our data safe from attacks. Public 

networks are more vulnerable to such attacks, and we are 

responsible for always using secure networks. Although 

WPA3 proves to be more secure than other networks, it is 

yet to be implemented in devices that do not support WPA3 

service, and it would take time to do so. 

 

The following are some of the SAE features which 

replaced the Pre-Shared Key: 

• Individualized data encryption: This refers to 

the use of QR codes for easy access to the data. 

• Simultaneous authentication of equal protocol: 

Providing a secure handshake. 

• Strong Brute Force attack protection: A single 

chance is given to decrypt the message. 

• Larger session keys: It provides a larger session 

key with 198-bit encryption 

There is another technique called PFS (Perfect 

Forward Secrecy), which was earlier used. 

 
Perfect Forward Secrecy is a system that modifies the 

key information automatically at frequent intervals and is 

one of the methods used for transmission. It generates a 

unique key for encryption and decryption, which, when 

compromised, would not cause harm to the data being 

transmitted. Hence it proves to be advantageous over all 

other systems. With PFS, a key would be valid for a 
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stipulated time and less prone to hacker attacks. 

 

The major characteristics of WPA3, which uses SAE over 

PFS, are: 

• The password can be selected without any 

restrictions (National Password Selection) 

• It is easier to use 

• Protects data in data traffic even when the  key is 

compromised (Forward Secrecy) 

 

WPA3 is further divided into two types: WPA3 

Personal and  WPA3 Enterprise. 

 

The WPA3 personal standard provides better password 

authentication even when using a weak combination. It uses 

Simultaneous Authentication of Equals to provide strong 

fortification against password guessing. as mentioned 

before, it is a secure key establishment protocol. 

 

WPA3 Personal is further divided into two categories: 

• WPA3 only. 

• WPA3 Transition Mode. 

 
Using 192-bit encryption, WPA3 Enterprise presents 

a higher level of security to the community transmitting 

sensitive data. There are very few enhancements made from 

WPA2 to WPA3, and WPA2 continues to be comfy and 

usable. One of the most important advancements in WPA3 

is the RADIUS server. 

 

The Remote validation Dial-In User Service is a 

centralized authorization and computing management 

protocol for connecting and using network services. A 

‘RADIUS’ server allows the storage of user profiles in a 

central database. Thus, if we have this server, you have 

complete control over who can access your network. Using 

this server will prevent outsiders from accessing 

confidential information. It is also possible to assign 

individual users with unique permissions on the network. It 

has also been discovered that there are vulnerabilities and 

flaws in the WPA3 protocol that could allow advisories to 

rupture Wi-Fi passwords and enter into encrypted traffic 

exchanged between the devices. 

 

There are 2 main imperfections in WPA3 are: 

1. Downgrade Attacks 

2. Side-Channel leaks. 

 
The following devices are compatible with WPA3: 

• iPhone 7 or next-generation device 

• PCI adaptors, routers, Deco home mesh Wi-Fi 

systems, etc. 

• iPad 5th generation or next generation device. 

 
The devices mentioned above previously supported 

these deprecated protocols: 

• WEP opens 

• TKIP (Temporal key integrity protocol) 

• Shared WEP 

• Dynamic WEP 

Clearly, they are no longer secure from the standpoint 

of security, performance, reliability, and compatibility. 

 

 

6. Comparative Analysis 
Table. 1 Comparison of various protocols 

PROPERTIES WEP WPA WPA2 

Encryption 

Method 

RC4 RC4 with 

TKIP 

AES-CCMP 

Encryption 

Key Size 

40 bits / 

104 bits 

128 bits 128 bits 

Data Integrity Cyclic Redundancy 

Check (CRC) 

Message Integrity Code 

(MIC) 

Cipher block chaining 

message authentication code 

(CBC-MAC) 

Cipher type Stream Stream Block 

Authentication WEP Open WEP 

Shared 

WPA- PSK WPA- 

Enterprise 

WPA2- 

Personal WPA2- 

Enterprise 

Security level Low Medium High 

Password length 5 / 13 characters 8 to 63 characters 8 to 63 characters 
 

 

7. Conclusion 
 Paper has presented the various Wi-Fi protocols with 

their strength and weaknesses. It covered the aspects of key 

generation and encryption process and how the 

vulnerabilities can be mitigated through enhancements. The 

basic WEP protocol is fragile concerning IVs and 

keystreams and is eradicated in WPA with the procedure of  

 

 

TKIP and MIC. WPA2 is a widely implemented protocol by 

employing CCMP and the most robust AES algorithm for 

encryption. The most recent protocol is WPA3 which is 

intended to provide a second line of defense in 

communications comprising weak passwords rather than 

focusing only on the encryption strength.  
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